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ABSTRACT

Online social networks gradual]

y integrate financial apabiliti :
of real and virty capabilities by enabling the usage

al currency. 3
o Y- They serve as new platforms to host a variety of business
activities such as online promotion e

etecting these malicious accounts before the online
promotion activities and subsequently decreases their priority to be rewarded.

Since online social networks play an increasing important role in both cyber and
business world, detecting malicious users in OSNs becomes of great importance. Many
detection methods have been consequently proposed .Considering the popularity of
spammers in OSNSs; these methods almost exclusively focus on detecting accounts that send
malicious content. A spamming attack can be considered as an information flow initiated

from an attacker, through a series of malicious accounts, and finally to a victim account.

In order to effectively detect malicious accounts in online promotion activities by
overcoming the aforementioned challenges, we have designed a novel system, namely
ProGuard. ProGuard employs a collection of behavioral features to profile an account that
participates in an online promotion event. These features aim to characterize an account from
three aspects including i) its general usage profile, ii) how an account collects virtual
currency, and iii) how the virtual currency is spent. ProGuard further integrates these features

using a statistical classifier so that they can be collectively used to discriminate between those

accounts controlled by attackers and benign ones.

We have performed extensive experiments based on data collected from Ten cent QQ, a

lobal leading OSN with built-in financial management activities. Experimental results have
glo

d trated that our system can accomplish a high detection rate of 96.67% at a very low
emons

false positive rate of 0.3%.
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ProGuard: Detecting Malicious Accounts in
Social-Network- Based Online Promotions

CHAPTER 1

INTRODUCTION

Online social networks (OSNs) that integrate virtual currency serve as an appealing

platform for various business activities, where online, interactive promotion is among the
most active ones. Specifically, a user, who is commonly represented by her OSN account, can
possibly get reward in the form of virtual currency by participating online promotion

activities organized by business entities. She can then use such reward in various ways such

as online shopping, transferring it to others, and even exchanging it for real currency. Such
virtual-currency-enabled online promotion model enables enormous outreach, offers direct
financial stimuli to end users, and meanwhile minimizes the interactions between business

entities and financial institutions. As a result, this model has shown great promise and gained
huge prevalence rapidly.

However, it faces a significant threat: attackers can control a large number of accounts,
either by registering new accounts or compromising existing accounts, to participate in the
online promotion events for virtual currency. Such malicious activities will fundamentally
undermine the effectiveness of the promotion activities, immediately voiding the
effectiveness of the promotion investment from business entities and meanwhile damaging
ONSs’ reputation. Moreover, a large volume of virtual currency, when controlled by

attackers, could also become a potential challenge against virtual currency regulation.

It therefore becomes of essential importance to detect accounts controlled by attackers in
online promotion activities. In the following discussions, we refer to such accounts as
malicious accounts. The effective detection of malicious accounts enables both OSNs and
business entities to take mitigation actions such as banning these accounts or decreasing the
possibility to reward these accounts. However, designing an effective detection method is
faced with a few significant challenges. First, attackers do not need to generate malicious

content (e.g., phishing URLs and malicious executables) to launch successful attacks.

Comparatively, attackers can effectively perform attacks by simply clicking links offered
by business entities or sharing the benign content that is originally distributed by business
partners. These actions themselves do not perceivably differentiate from benign accounts.’

Second. successful attacks do not need to depend on social structures (e.g., “following” or

Dept. of CSE, Dr. TTIT, K.G.F 1 2017-18
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ProGuard: Detecting Malicious Accounts in ;
Social-Network- Based Online Promotions Introduction

“friend” relationship in popular social networks). To be more specific, maintaining active

social structures does not benefit to attackers, which is fundamentally different from popular
attacks such as spammers in online socia] networks. These two challenges make the detection
of such malicious OSN accounts fundamentally different from the detection of traditional

attacks such as spamming and phishing. As a consequence, it is extremely hard to adopt
existing methods to detect spamming and phishing accounts.

ProGuard employs a collection of behavioral features to profile an account that
participates in an online promotion event. These features aim to characterize an account from
three aspects including i) its general usage profile ii) how an account collects virtual
currency, and iii) how the virtual currency is spent. ProGuard further integrates these features

using a statistical classifier so that they can be collectively used to discriminate between those
accounts controlled by attackers and benign ones.

1.10bjective

* Design a online shopping site to collect features

* Design a naive Bayer’s classifier and train it to classify the account to malicious or

normal.

1.2 Scope

Considering the active trend of integrating OSNs with financial capabilities, detecting
malicious accounts that engage in suspicious financial activities becomes of central
importance. Although the design and evaluation of ProGuard are based on real-world data
collected from Ten cent QQ, a leading OSN with 899 million active accounts, the features
and the detection framework can be easily applied to other OSNs that integrate financial
activities. Specifically, all the proposed features are based on essential financial functions
such as recharging and gifting.

In addition, all current features rely on coarse-grained information that minimizes privacy
concerns, which may foster the deployment of the proposed system in a detection-as-service
model. Despite the fact that ProGuard can effectively detect malicious accounts used for
collecting virtual currency from online promotion activities, it is not designed for detecting
malicious accounts used for transferring and laundering virtual currency. Extending

ProGuard to include such detection capabilities falls into our future work.

Dept. of CSE, Dr. TTIT, K.G.F 2 2017-18
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ProQuard: Detecting Malicious Accounts in
Social-Network- Based Online Promotions

CHAPTER 02

LITERATURE SURVEY

Online social network is a platform that benefits peoples to create there profiles,
finding and making friends. Online social networks are more popular now days. There are
some OSN popular networks such as Face book, Instagram and Twitter. Our key contribution
is for Face book. Now a day’s third party apps encourage the enhancement in online social
network (OSN). Such enhancements include interesting or entertaining ways of
communicating among online friends and diverse activities such as playing games or
listening to songs. That is Face book provides an API [4] that facilitates integration of user
experience. 20M apps installed everyday [3] and interesting to know there are 500K apps are

available on social networks [5].

Recently, hackers have started taking advantage of the popularity of this third-party
apps platform and deploying malicious applications [6]-[8]. Face book is more popular
online social network site among all over the world that causes increase in black market
services [23] that encourage growth in fake likes, comments and tags. Fake accounts are
categorized into two types called as duplicate accounts and false accounts. Duplicate
Account: A duplicate account refers to an account maintained by a user in addition to his/her

principal account. False Accounts: False accounts are further broken down into two

categories user misclassified accounts and undesirable accounts.

User-misclassified accounts: It represents the personal profiles created by users for a

business, organization, or non-human entity such as a pet (Face book’s terms of service

permits such entities as a Page rather than a personal profile). Undesirable accounts: These

are the user profiles that are intended to be used for purposes that violate Face book’s terms

of service, such as spamming. Fake accounts are mainly used to unfairly increase ones power
’

and influence within a target community [24].

In this work we focused on detecting malicious applications and fake user accounts.

Detection of fake user is done on the basis of the user activities and their interaction with
etectio
other users on Face book through analysis of user feed data. There are many ways that
hackers can benefit from a malicious app: 1) The app can reach large numbers of users and

i ’ al information such as email
R . 2) The app can obtain users’ person
their friends to spread spam; 2)

3 2017-2018
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address, hometown and gender; and 3) The app can —reproducel by making other malicious

apps popular. The malicious apps are simplified by using ready-to use toolkit [9]. Because of

this many malicious activities are spent more time on Face book [10]. Most research on Face
book works in spam and malware [11]-[13]).

In this paper, author develop FRAppE, a suite of efficient classification techniques for
identifying whether an app is malicious or not and also detection of fake user. For building
FRApDE we use My Page Keeper a Face book’s security app [17].

A technique for computer detection and correction of spelling errors. [18] Authors F.
J. Damerau. Description: A technique for computer detection and spelling errors. This paper
describes that which word cannot be match in a dictionary, missing or extra letter or a single
transpositions. The unique word which is get entered is compared to the dictionary again,
testing each time to see whether the words match- assuming one of these errors occurred. The

words which might be wrong or missing are get detected and correct to it.

Beyond Blacklist: learning to detect malicious web sites from suspicious URL’s. [20]
Authors: - J. Ma, L. K. Saul, S. Savage, and G. M. Voelker. Description: In this paper we
describe an approach to this problem based on automated URL classification, using statistical
methods. The resulting classifier obtain 95-99% accuracy, detecting large number of

malicious web sites from their URL’s, with only modest false positive.

Detecting suspicious URL’s in Twitter stream. [22] Authors: - S. Lee, J. Kim.
Description: Twitter can suffer from malicious tweets containing suspicious URLSs for spam,
phishing, and malware distribution. Attackers have limited resources and thus have to reuse
them; a portion of their redirect chains will be shared. We focus on these shared resources to
detect suspicious URLs. We have collected a large number of tweets from the Twitter public
timeline and trained a statistical classifier with features derived from correlated URLs and
tweet context information. Our classifier has high accuracy and low false- positive and false

negative rates.

Design and evaluation of real time URL spam filtering service. [21] Authors: - K.
Thomas, C. Grier, J. Ma, V. Paxson, and D. Song. Description: In particular, we find that
spam targeting email qualitatively differs in significant ways from spam campaigns targeting
Twitter. We explore the distinctions between email and Twitter spam, including the abuse of

public web hosting and redirector services. Finally, we demonstrate Monarch's scalability,

2017-2018
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showing our system could protect a service such as Twitter--which needs to process 15
million URLs/day for a bit under $800/day.

Only customer must hold the barcode side of the product wrapper in front of barcode scanner.
Then corresponding data regarding product will be displayed on display. By using this
trolley, customer can buy large number of product in very less time with less effort. At the

billing counter, computer can be easily interfaced for verification and bill print out.

2.1 Problem Definition

Online social networks gradually integrate financial capabilities by enabling the usage
of real and virtual currency. They serve as new platforms to host a variety of business
activities such as online promotion events, where users can possibly get virtual currency as
rewards by participating such events. Both OSNs and business partners are significantly
concerned when attackers instrument a set of accounts to collect virtual currency from these
events, which make these events ineffective and result in significant financial loss. It becomes
of great importance to proactively detecting these malicious accounts before the online
promotion activities and subsequently decreases their priority to be rewarded. In this paper,
we propose a novel system, namely ProGuard, to accomplish this objective by systematically
integrating features that characterize accounts from three perspectives including their general

behaviors, their recharging patterns, and the usage of their currency.

2.2 Objective

Our objective is to design a detection system capable of identifying malicious
accounts that participate in online promotion events for virtual currency collection (at the
collection phase) before rewards are committed.

Detecting malicious accounts at this specific time point (i.e., before the commitment
of rewards and at the collection phase) results in unique advantages. First, as a simple
heuristic to prevent freshly registered accounts that are likely to be bots, business entities
usually require the participating accounts to be registered for a certain amount of time (e.g., a
few weeks).

Therefore, the detected and mitigated malicious accounts cannot be immediately

replaced by the newly registered accounts, thereby drastically limiting attacker’s capabilities.

Dept. of CSE, Dr. TTIT, K.G.F 5 2017-2018
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In contrast, no constraint is applied for accounts used for virtual currency transferring
and laundering. This implies such accounts can be easily replaced by attackers if detected,
resulting negligible impact to attackers’ capabilities. Second, our detection system will label
whether an account is malicious when it participates in an online promotion event; this
enables business entities to make actionable decisions such as de-prioritize this account from

being rewarded in this event. Therefore, it can proactively mitigate the financial loss faced by
business entities.

2017-2018
6
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ProGuard: Detecting Malicious Accounts in
Social-Network- Based Online Promotions

CHAPTER 03

PROPOESD SYSTEM

We propose a novel system, namely ProGuard, to accomplish this objective by
systematically integrating features that characterize accounts from three perspectives

including their general behaviors, their recharging patterns, and the usage of their currency.

3.1 Proposed Architecture

The System is first trained using features. Once the classifier is ready, account

features are extracted from database of online shopping portal and given to classifier to
classify the accounts to Malicious or normal.

The fundamental point of this part is to see if the framework is sufficiently achievable
or not. Hence various types of examination, for example, execution investigation, specialized

investigation, practical examination and so forth is performed.

An online promotion gvent

. Labelling malicious & benign
Collecting labselled data l =

fe— — -,

Time

1Labelladdataptiortothowent

Banign
Feature Statiatical
Extractor | GClasasifier

. Malicious

Figure 3.1: The Architectural Overview of the system

ProGuard is composed of two phases, namely the training phase and the detection
phase. In the training phase, a statistical classifier is learnt from a set of pre-labeled malicious
and benign accounts. In the detection phase, an unknown account will first be converted to a

feature vector and then analyzed by the statistical classifier to assess its maliciousness.

2017-2018
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The bottom of Figure 3 presents the architectural overview of ProGuard. As a variety
of statistical classifiers have been developed and widely used, designing features capable of
discriminating between malicious accounts and benign accounts becomes of central focus.

In this section, we will introduce various features and demonstrate their effectiveness
on differentiating malicious accounts from benign ones. We propose three general guidelines
to steer the feature design.

General Behaviors: Benign accounts are usually used by regular users for variety of
activities such as chatting, photo sharing, and financial activities. In contrast, malicious
Accounts are more likely to be driven by online promotion events. Therefore, the benign
accounts tend to be more socially active compared to malicious accounts.

Currency Collection: The malicious accounts under investigation focus on using
online promotion activities to collect virtual currency. In contrast, benign users are likely
to obtain virtual currency from multiple resources.

Currency Usage: Attackers’ ultimate objective is to monetize the virtual currency. In

contrast, benign users use their virtual currency in much more diversified ways.

Dept. of CSE, Dr. TTIT, K.G.F 8 2017-2018
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CHAPTER 04

SYSTEM REQUIREMENT SPECIFICATION

Software i : - ,
requirement specification captures all the functionalities to be implemented in this

project.

4.1 Functional Requirement

The functionalities to be implemented are:

e Train a Naive Bayer’s classifier to categorize account to Malicious or Normal.

e Extract features from online shopping portal

e Classify the features using Naive Bayer’s classifier to classify the account to
Malicious or Normal

e Block the Malicious account from participating in promotions.

4.2 Non-functional Requirement

The non functional comes under following category,

Product Requirements

e Organizational Requirements

User Requirements

Basic Operational Requirements

4.2.1 Product Requirements

Portability: The project can work on any platform.

fication accuracy must be higher.

Accuracy: The classi

C jence: It should easy for the online shopping portal to use this solution.
onvenience: It ¢

Scalability: The system can work for any number of users.

2017-2018
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ProGuard: Detecting Malicious Accounts in

Social-Network- Based Online Promotions System Requirement Specification

4.2.2 Organizational Requirements

Process Standards: IEEE models are utilized to build up the application which is the
standard utilized by the greater p

art of the standard programming designers everywhere
throughout the world.

Design Methods: Modular Design approach is used to design the project.

4.2.3 User Requirements

* The user must be able to view the training and classification results.

* The GUI must be easy to use and informative.

4.2.4 Basic Operational Requirements

Mission profile or situation: The mission of the project is design a system to detect
malicious users in online shopping and block them.

Dept. of CSE, Dr. TTIT, K.G.F 10 2017-2018

Scanned by CamScanner




Scanned by CamScanner























































































